Connect WInCC 8.0 via
OSM+ Driver To S7-1200 or
S7-1500 PLC with Firmware
4.0 or higher

This manual describes the steps to take to setup communication between S7

Install SCADA Export Tool

The scada export tool allows you to export connection data (certificate and - if wanted - tags).
Install this tool before proceeding to the next part of the manual.

https://support.industry.siemens.com/cs/document/109748955/simatic-scada-export-for-tia-

portal?dti=0&|lc=en-DE

Download the appropriate version for your Tia Portal installation and install the tool.

Note! It's required the have Tia Portal installed to use this manual.


https://support.industry.siemens.com/cs/document/109748955/simatic-scada-export-for-tia-portal?dti=0&lc=en-DE
https://support.industry.siemens.com/cs/document/109748955/simatic-scada-export-for-tia-portal?dti=0&lc=en-DE

Run the installer matching you Tia Portal version. User Account Control

Do you want to allow this app to make
changes to your device?

m SIMATICSCADA Export V17.exe

Verified publisher: Siemens AG
File arigin: Hard drive on this computer

Show more details

Yes Mo

JUSt click Next Eﬂ SIEMENS SIMATIC SCADA Export (V17.0) 08.00.17.06 - *

SIEMENS SIEMENS SIMATIC SCADA Export (V17.0) 08.00.17.06

Welcome to the Setup of SIEMENS SIMATIC
o SCADA Export (V17.0) 08.00.17.06.
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Keep all settings default and click Next SIEMENS SIMATIC SCADA Export (V17.0) 08.00.17.06 — x

SIEMENS SIEMENS SIMATIC SCADA Export (V17.0) 08.00.17-06

Please enter the folder where you want to extract the
setup files. If the folder does not exist, it will be
created automatically.

The web package will be extracted. You can only extract or extract and install
the package.

Extract the package to folder:

\App Data'Local'Tem) ) v Browse...

I~ Extract the setup files without being installed.
™ Delete extracted files on exit.

Select the desired language SIEMENS SIMATIC SCADA Export (V17.0) X

Select the language far the installation from the choices
below.

| Installation language: English i

Cancel

'ﬁ SIEMENS SIMATIC SCADA Export (V17.0) Setup x

Just click Next

Welcome to the Setup for
SIEMENS SIMATIC SCADA Export (V17.0) V8.0
SP17 Upd6

SIEMENS

Setup will install SIEMENS SIMATIC SCADA Export (V17.0) on
your computer. To continue, dick Next.

WARNING: This program is protected by copyright and
international treaties.
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Confirm the License agreement and click Next 15 SIEMENS SIMATIC SCADA Export (V17.0) Setup X
License Agreement )
Flease read through the folloy

security information it contains.

The following notes and conditions shall apply for Software provided by ~
Siemens by installing on your system, by filing a copy on your system during
the installation or by making available the Software in any other way.

Please note:

This Software is protected under German and/or foreign copyright laws and

provisions in international treaties. Unauthorized reproduction and distribution

of this Software or parts of it is liable to prosecution. It will be prosecuted
+ . i 1

..... i e mrimnimal ;e eall me abl Laes amd ;s cacclb e omsmea - [I——

I accept the conditions of the license agreement.
I confirm that I have read and understood the security information.

<Back [ nNet> || cancel

Confirm the installation setting summary. 15 SIEMENS SIMATIC SCADA Export (V17.0) Setup X

Ready to Install the Program

The wizard is ready to begin

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Install to \Program Files\Siemens\Automation\Portal V 17\

The following languages will be installed:
English

Selected features:
Program ({will be installed)

<Back [ sal || cancel
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Wait for the application to install

Finish the installation

Somehow Siemens requires another finish confirmation.

ﬁ SIEMEMS SIMATIC SCADA Export (V17.0) Setup - *

Please wait while setup installs SIEMENS SIMATIC SCADA Export (V17.0).
This may take several minutes.

Status:
Updating component registration

ﬁ] SIEMENS SIMATIC SCADA Export (V17.0) Setup s

SIEMENS SIMATIC SCADA Export (V17.0)

SIEMENS Setup is complete

Setup has installed SIEMENS SIMATIC SCADA Export (V17.0)
successfully, Click "Finish™ to exit the wizard.

< Back Cancel

SIEMENS SIMATIC SCADA Export (V18.0) 02.00.18.06 — *

SIEMENS SIEMENS SIMATIC SCADA Export (V18.0) 08.00.18.06

Installation finished: SIEMENS SIMATIC SCADA Export
(V18.0) 08.00.18.06



https://manuals.concera.com/uploads/images/gallery/2026-04/wvlw3SiJtIcVAKth-image.png
https://manuals.concera.com/uploads/images/gallery/2026-04/kvxUmwbGUGwxw6Ou-image.png
https://manuals.concera.com/uploads/images/gallery/2026-04/T9tdQnyTsTGdjEtc-image.png

Export PLC connection data for
WinCC

Exporting Certificate only.

Make sure the export tool for the used Tia Portal version is See chapter "Install SCADA Export Tool"
installed. Find the appropiate installer at

https://support.industry.siemens.com/cs/document/109748

955/simatic-scada-export-for-tia-portal?dti=0&|lc=en-DE

Siemens - C:\Users\Concera\DocumentsiAutomatiomWinCC 8.0 Demo ProjechWinCC 8.0 Demo Project

After installation an extra option is added to the context
menu of the PLC. Click on "EExport to SIMATIC SCADA"

Project Edit View Insert Online Options Tools Window Help
M saepoe 2 M H X D@ SiMEE R F cooline ¥ coofline fz [N B ¥

Project tree

Devices | Plant objects

[

~ [ winCC 8.0 Demo Project

I Add new device
iy Devices & networks
,,,,,,,, L
PPN Change device
b [ ungro
» B securi  OPE" ;
b @ Cross{ Open in newe itar
2 Open blackiPLC data type F7
+ 5§ comi
» 5] Docun ¥ Cut Ctrl+X
» [ Langy I Copy carieC
» [ Versio| B Fost= Cirl
» [ Online ac| % Delete Del
» [E Card Rea Rename F2

Go to topelogy view
pelogy

o Go to network view | General ] Cross-references | Compile
Compile v 3] 1)@ show all messages -
——  Download to device »
leetalIs vie
Backup from online device =T Description
|| Module || carak
Crl+h

4] Cnline & diagnostics Ctri+D
Receive alzrms

I Program blos
% Technology
External sou|
I3 PLCtags | &2 compare 4
[l PLC data typs i Search in project Ctrl+F
52! iatch and fe 3¢ Cross-references F11
(& online backy & Call structure

[z Traces 2] Assignment list

[i3 oPcuAcom
[ Device proxy

Copysnapshots tostartvalues b

T, Update program

5} Print Ctrl+F

% Program info
& Print preview.

5] PLCalarm te|
M Local modull  ExportCAxdata

[ Export medule labeling strips.

[id] Properties Alt+Enter

Ele o ochncsonn [
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The exporter is able to export Certificates Only, but will (by Export to SIMATIC SCADA

default) export all connection data available. For the | Select file for export:

connection to WinCC 8.0 only the certificates are required | exportfie: [ Exportaip |

so the box "Certificates OnIy" can be checked. | Fath: |C:IUSEr:lConceralr\ppDatalRoaminngiemensb‘\utoma1 |
| Options for export: [} Add date and time to target name

Note that by default the export-folder is not a commonly ¥ Certificates only MFLC

used folder, please change the folder to use a more !

Select PLC(s) for Export:
common folder.

.
Click on "export". 1
Export H Cancel | |
|
The Export.zip that is created needs to be used to connect
WinCC 8.0 to the PLC. Please send it to the WinCC e S
developer or use it in your own WinCC project. € A L THEPC  LockDRk(E) » e > G ApgDita » Roaming > Semens > Aufomation > Pl 20 g ¢

Please also supply the Username / Password that needs to
be configured for the communication if there is one
configured in the PLC for HMI purposes.

UserDataDumps
[ ] entropy.dat
i Beport

[ Siemens.Automation.CommonServices.
[] Siemens.Automation FrameApplication... 21/

MC] File 87KB

Setup the Connection in WinCC 8.x

Configure Connection
Install the certificate

Configure Tags

https://support.industry.siemens.com/forum/nl/en/posts/how-to-import-tag-from-s7-1500-to-

wincc/318617
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Configure security on the PLC

Creating a new project

Create a new project from the Project menu in Tia Portal

Name the project and click "Create"

Wait until the project is created.

T4, Siemens

Project  Edit View Insert Online Options Teols Window Help

[3F New. e G M E RS coonline ¥ cooffline : iz M [P
7[% open.. ctrl0

Migrate project.
Close Ctrls

Delete project. crrl+E

a8

Ctrl+Shift+5

Archive

Create a new project %

Project name: | WinCC 8.0 Demo Project |

Fath: |C:'.U5er5'.C0ncera \DocumentslAutomation ||
Version: |V20 |v|
Author: |H590°rd |
Comment: ~
v
r Create 1 | Cancel |
|

Creating project...

8 Creating project...

The project C:\Users\ConceralDocuments\AutornationiWinCC 8.0 Demo
ProjectlWinCC 8.0 Demo Project.ap20 is being created. Please wait.

Add a new PLC project with secure communication

Add a new PLC device.

JDevices ” Plant objects |

ek
B

* | ] winCC 8.0 Demo Project
‘r Add new device
i Devices & networks

» & Ungrouped devices
EF‘ Security settings
[ Cross-device functions
[af common data
=

= Narumeantatinn cattinn:

r v v
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Select you PLC and click OK U2

Device name:

[PLc1 |

[ SIMATIC 57-1200 Device:
~ [ cru -
» [l CPU 1211C ACIDCIRly

» [ CPU 1211CDCIDCIDC
» [ CFU 1211C DCIDCRIY
» [l CPU 1212C ACIDCRIY
» [ cPU 1212C DCIDCDC

Controllers

CPU 1214C DGIDCIDC

D » [ cPU 1212C DCIDCRIY
» [ CPU 1212C ACIDCIl Articleno:  |BES7 214-1AG40-0XB0
HI ~ g cPu 1215€ DOIDTDC B Var =
Il sEs7 214-14E30-0xB0 | =
E— Il 6E57 214-1AG31-0XB0 EezEmpifane
1 FoF! 1AGA0-DXB0 Work memary 150 KB; 24VDC power supply with
I : DI14 x 24VDC SINKISOURCE, DQ10 x 24VDC and
CPU 1214C DCIDCIRE
&= DRy A2 on board; 6 high=peed counters and 4 pulse
» [ cPU 1215C ACIDCRIY outputs on-board; signal board expands on-
PCsystems » [ cPU 1215C DOiDCIDC board i0; up to 3 communication modules for
» (i CPU 1215C DCIDCRlY serial communication; up to 8 signal modules

. for 0 expanzion; PROFINETIO contraller, |-
» [l CPU 1217C DODCIDE device, transport protocol TCRIF, secure Open
» !‘4'] CPU 1212FC DCIDC/DC. User Communication, 57 communication, Web

* » [ CPU 1212FC DCIDCIRY server, OPC UA: Server DA

» [ CPU 1214FC DODC/DC

» [ CPU 1214FC DCDCIRY

» [l cPU 1215FC DODC/DC

» [l cPU 1215FC DCIDCIRY

» [ cPU sIPLUS

» [l CPU SIPLUS RAIL

I F‘I III I i i i Ii I iII o,

Drives

. it PICSEciiity settings s
Enter a password, store it securely so it's not lost (because ’

. Protection of confidential PLC data
then you PLC pr0JeCt cannot be recovered / changed Select whether your confidential PLC configuration data is to be protected.
anymore). If securing the data is not mandatory, just e

Protection of confidential PLC configuration data activated:
- Cenfidential PLC configuration data (e.g. GFC UA certificates) are protected in the TIA Portal
project and during runtime.

uncheck the checkbox.

- If the PLC must be replaced with a replacement PLC. the password for the protection of
confidential PLC configuration data must also be sssigned for the new PLC

Protection of confidential PLC configuration data deactivated:

- Confidential PLC data (e.g. OPC UA are not protectsd in the TIA
Fortal project and during runtime. 1

- No special password trestment when replacing the substitute PLC

[¥ Protects the PLC configuration data from the TAF...

Password: | Press “Setup” to set the password |

| [semp | [ chan

Fassword  TIA project PLC Configuration

o w0 ~ m
b = -



https://manuals.concera.com/uploads/images/gallery/2026-04/IGaEOPknGgOoQhH3-image.png
https://manuals.concera.com/uploads/images/gallery/2026-04/78PbE91zCwoc18Xx-image.png

LC security settings %

Mode for PG/PC and HMI communication
Select how the PLC may communicate with PGIPC and HMIs .

Only secure PG/PC communication allowed:
- Communication to PGIPC and HMI with higher security standard

® Mode for PG/PC and HMI

LT - Communication to TIA Portal < V17 and HMI systems < V17 is not possible

- Communication performance might be reduced

Legacy and secure PGIPC communication permitted:

- Communication security to PGIPC and HMI according to the options of both communication
parters

- Communication to TIA Portal < V17 and HMI systems < V17 is possible. Higher TIA Portal
versions require a separate activation of the Legacy communication.

- Communication performance might be higher when enly legacy PGIPC communication is
used

[&) Only allow secure PGIPC and HMI communication

PGIPC and HMI 82

Secure
—_—,
Communication

PLC Secirity 58 1%

PLC access protection
Select whether PLC access is to be protected

Access control configuration

Select whether access to the PLC s to be protected. When access control is active, only users
with access rights after authentication can access the PLC.

(O Disable access contrel
(®) Enable access control

(]
©
®

PLC access protection

[ Use access control via access levels

Set up & user with full access to the PLC to ensure that you do not lock out
yourself out of the device. Users and their function rights can be configured under
*Security settings > Users and roles™.

LC security settings £

Administrator setup
Selectwhere user accounts should have full access to all PLCs in the project.

To prevent you from being lacked out, there must be always be at least one user account with
full access to the device.

Select oradd users with PLC administrator role

User sccounts with PLC administrator role in the project:

User name
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Access without authentication (anonymous user)

Select whether PLC access is to be protected

Access without authentication is configured via the function rights of the "Anonymeous user".
After completing the wizard, this can be adapted under "Security settings > Users and roles”.

Selecting the following check box assigns the *Anonymous user' & system role
for anonymous access which grants this user HM| access.

[¥ Access to PLC without authentication enabled (access for *Anonymous user” enabled)

& Access withou Enahble access without authentication (0391:008004)
® authenticatiol

If access without authentication (via anonymous user) is
H enabled for this device, security is reduced according to the
runtime rights that you assign to the anonymous user.

Access control via access levels
Select whether PLC access is to be protected.

Full access (no protection): .

All users have full access to operations that modify standard project data. No password is

required. ot
oc

Read access: e

Users have read-only access to PLC ¢ ion data (e.g. hardware c fion, blocks). o1

Users can also change the PLC operating state (RUNISTOP) and system time. o1
0z

HMI access:

Only HMI sccess and access to diagnostics data is possible. This includes read and write access
1 tags.

Access control via No access (complete protection):
access levels A Fortal users and HMI applications will not have sccess to any functions.

Access level without password:

0 access (complete protection) ]

Password for full access: [~]

Password for read access: Enter password: I:l
Password for HMI access:

*Access level without password” is ¢
*Anonymous user”. This can be adjuste,

PLC secarity settings 1%

Access control via access levels
Select whether PLC access is to be protected.

Full access (no protection):
All users have full access to operations that modify standard project data. No password is
required.

Read access:
Users have read-only access to PLC configuration data (e.g. hardware configuration, blocks).
Users can alsa change the PLC operating state (RUNISTOF) and system time.

HMI access:
Only HMI access and access to diagnostics data is possible. This includes read and write access

[ to tags.

) Access control via No access (complete protection):
access levels TIA Portal users and HMI applications will net have access to any functions.

(] Access level without passward: | No access (complete protection) ]

Password for full access: [ ** 77 * [~]

Password for read access: |

Password for HMl access:

*Access level without password® is configured using the function rights of the
*Anonymous user”. This can be adjusted in *Security settings »Users and roles”.
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PLC sacurity settings - %

Access control via access levels
Select whether PLC access is to be protected.

Full access (no protection):
All users have full access to operations that medify standard project data. No password is
required.

Read access:
Users have read-only access to PLC configuration data (e.g. hardware configuration, blocks).
Users can also change the PLC operating state (RUNISTOF) and system time.

HMI access:
Only HMI access and access to diagnostics data is possible. This includes read and write access
o tags.

Access control via No access (complete protection)

access levels TIA Fortal users and HMI applications will not have access to any functions.

Access level without password: | No access (complete protection) |

Password for full access: | ** "7

Password for read access: | 17T

Password for HM access:

*Access level without passwerd” is configured using the function rights ofthe
*Anonymous user”. This can be adjusted in “Security settings »Users and roles”.

LC sEcurity Settings %

Overview
Overview of the selected PLC security settings.

Protection of confidential PLC data: Dpizabled

Mode for PGIPC and HMI communication:  onlysecure PGIPC communication
allowe

PLC access protection:  Enabled access control via access.
levels

Access without authentication Disabled
nonymous user):

Legacy PLC access protection: HMiaccess

Add a new PLC project without secure communication
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PLC access protection

Select whether PLC access is to be protected.

Access control configuration
Select whether access to the PLC is to be protected. When access control is active, only users
with access rights after authentication can access the PLC.

(@ Disable access control
() Enable access control

Disabling access control will delete all online user
management data on the PLC.

Ifyou disable access control and download this configuration to the FLC, all  [/47ed under
online user management data stored on the device (e g. users, roles,

changed passwords) will be deleted.

Ifyou want to grant all users full access temporarily without deleting the

user management data on the CPU, assign all Runtime rights to the
*Anonymous user”.

PLC seclrity settings L3

Access without authentication (anonymous user)
Select whether PLC access is to be protected.

Access without suthentication is configured via the function rights of the "Anonymous user'.
After completing the wizard, this can be adapted under "Security settings > Users and roles”.

Selecting the following check box assigns the "Anonymous user’ a system role
for anonymous access which grants this user HMI access.

[ Access to PLC without authentication enabled (access for “Anonymous user” enabled]

@ /ccess without
authentication (anony...

PLC security settings X

Access control via access levels
Select whether PLC access is to be protected.

Full access (no protection):
All users have full access to operations that modify standard project data. No passward is
required.

Read access:
Users have read-only access to PLC configuration data (e.g. hardware configuration, blocks).
Users can also change the PLC operating state (RUNISTOP) and system time.

HMI access:
Only HMI access and access to diagnostics data is pessible. This includes read and write access
o tags.

Access control via No access {complete protection):
access levels TiA Portal users and HiI applications will not have access to any functions.

Access level without password: | No accesk (complete protec

Password for full access: | [~]
Password for read access: | -]
Password for Hul access: | -]

*Access level without password” is configured using the function rights of the
*Anonymous user”. This can be adjusted in “Security settings > Users and roles".
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Changing the settings of an existing PLC.

To change security settings of the PLC just open the
hardware configuration, click on the PLC and scroll to the
"Protection and Security" section. Start the "Security
Wizard" bij clicking the corresponding button

M e eu@Ea:

2 135
» PROFINETinterface 1 11
2

=/<]

<] Dlfooe vl g w1

[ Properties |7 Info_#)| % Diagnostics |

ral | 10tags [ Systemconstants [ Texts |
0

Protection & Security. ‘

Security settings wizard

| Protection of the PLC on data

» Protection of confidential PLC confiauration data

Changing settings to use password for HM| access

To change the access password for HMI, just open "Protect
& Security" -> "Access Control" in the properties of the
PLC and chage the password

[ Properties | Info_i)| & Diagnostics |

Changing settings to use secure connections
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